RESILIENCE
o R MA MANAGEMENT
A ASSURANCE

Resilience you can prove,
for a world you
can't predict.

The resilience management assurance platform for enterprises
that cannot afford to be wrong.

03 STRATEGY

Choose how each
service comes back.

02 BIA 04 PLAN
Set how long each @ E Turn strategy into steps
service can be down. people actually follow.

05 EXERCISE

01 RISK
Score each threat once. A Prove the plan works
See it on every service. before the day it’s needed.

SERVICE

DEPENDENCY GRAPH

PEOPLE SUPPLIERS
Roles, skills, contacts R Vendors, contracts and
what they must deliver.

and who backs up whom.

PROCESS FACILITIES
The work each service A Q Sites, floors and

runs on, step by step. (oo workspaces, on the map.

(o

TECHNOLOGY

Applications, systems,
data and the links between.
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cRMA

WHY NOW

@ Understand

@ Assess @ Prepare @ Respond

The world changed. The method

didn't.

Trade wars, inflation shocks, cyber-attacks, conflict and civil unrest no longer
arrive one at a time. Yet most programs still follow a fixed methodology, step by
step, with plans on a shelf and one exercise a year.

What we stopped believing
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Start wherever your program needs to.

Everything converges.

@® Govern

Plans that are actionable, repeatable and kept

current.

Simulate and exercise as often as you need,

disrupting nothing.

Only a demonstration counts as proof.

Risks ranked by what they threaten.

Compliance is an output of the work.

Regulators have already changed the question, from "Do you have a plan?" to "Prove you can stay
within tolerance." eRMA is built to answer it.

Start anywhere. Every plan, scenario, exercise, risk and control converges on one realistic
picture of your resilience.

@ © 2026 eBRP Solutions. All rights reserved.
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WHY ERMA

Build it. Sustain it. Prove it.

eRMA is the platform to build, sustain and evidence operational resilience,
designed from first principles around three promises.

1. An experience people choose to use

) ”~ ) ”~ ) ”~

@ Graphical e Minimalist Intuitive Value-driven

Act on maps, graphs Asks only for what it What matters sits Every screen answers a
and timelines, not doesn't already know. where your eye lands. question: for today's
forms. Drag, link and Less typing, nothing Menus follow your task. work, for operations
choose on the picture. entered twice. Easy to pick up. and for the boardroom.

2. The complete resilience lifecycle

BUILD SUSTAIN

;\, Understand Prepare A Respond @ Govern
what you depend on impact and risk options, plans, exercises alert to closed record dashboards, compliance
[ EVIDENCE recorded as the work is done: approvals, tests, exercises, incidents, Recovery Proof

*

Every exercise, incident and finding feeds the next cycle

3. Secure, scalable, flexible

Designed for global enterprises, government and risk-averse organizations.

”~ " ”~ ™ ~

e Secure @ Scalable e Flexible

Vulnerability-scanned code No caps: users, employees, sites Start with IT disaster recovery
SSO, PKI and CAC sign-in Scales with your infrastructure Add BC, cyber, storm, ERM, GRC
Encrypted, role-based access One org tree, with roll-ups On-premise, hybrid or hosted
An audit trail on every change Federated across agencies On AWS or Azure, or air-gapped

One source of truth for resilience, from daily operations to executive decisions.
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C R M A @ Understand @ Assess @ Prepare @ Respond

You can't protect what you can't see.

eRMA maps every service down to the people, places, suppliers and systems it
runs on, and shows what breaks next when one of them fails.

IMPACT MAP Customer Reorders Process - Customer Support -RTC4 h LKS.PRC.0(0003-7 o Any type ~ Change focus: search, or pick a type

@® Govern

Live asof7 Nov2026,21:53  Save view Copy link Exit full screen

DIRECTION = Impacts Dependencies m SHOW Allrecords DEPTH 1 3 4 5 VIEW Detailed List

What relies on Customer Reorders and what it relies on.

Showing 18 of 66 affected records. Business view lists services, processes, applications and customers or suppliers; servers and databases appear only where they link them. Switch to All records for the full list.

A More beyond this view. Links continue past depth 2. Raise the depth or narrow the focus to see them.

DEPENDS ON - LEVEL 2 DEPENDS ON - LEVEL 1 IN FOCUS IMPACTED - LEVEL 1
Locations Locations “% Processes Customers
Processes X Processes
3 fla

/I
@ Applications /| B Applications /"
pplicati / ppli ¥
3 I/ 4
/

@ Suppliers //," ! Suppliers _‘/J
2 ,’ 3
|

e Servers 7 J‘f
30 !
|

g Databases j
8

— 100% +

eRMA Impact Map.

@ Draw it, don't type it @ See the blast radius @ Know where it is

Fit Panels

Link records by dragging them on a Pick any record and see everything The Geo Map places every record and
canvas. The map builds as you work. upstream and downstream, before it shows which live hazards are heading
matters. its way.
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UNDERSTAND
Third _nartv ricle halandge +a nracitiramant
rrrra |JU.I Ly NMnNan vucuuil ISO v IJI cuarcrriclig
Your suppliers' outages are your
outages.
One organization tree and one third-party register show who owns what, who
you depend on, and where too much depends on too few.
ORG CHART Asof 11/08/2026 () Colourby Nothing v Openall Two levels Fit v
@ Enterprise @ Legal entity @ Line of business @ Division @ Department @ Process family @ Team
ENTERPRISE
Lakeshore -
4221 people - 5 below
LINE OF BUSINESS LINE OF BUSINESS LINE OF BUSINESS LINE OF BUSINESS LINE OF BUSINESS
Bank + Insurance + Investment & Treas... + Retail Banking + Corporate +
252 people - 5 below 126 people - 7 below @ people - 3 below 0 people - 3 below 3843 people - 19 below
CONCENTRATION BY PROVIDER ™
PROVIDER DIRECT THROUGH A CHAIN TOTAL SHARE HARD TO MOVE
Bracken Turbine Services Inc. 18 0 18 42.9 % p | —
Silver Heron Fuel Logistics LLC 17 0 17 40.5 % p
Bracken Controls and Automation Inc. 16 0] 16 38.1 % o
Bracken Communications Inc. 15 0 a5 35.7 % o —
Silver Heron Cloud Recovery LLC 15 0 15 35.7 % g
Coquina Controls and Automation Inc. 13 4] 13 31 % p (—
Organization tree and third-party concentration.
@ Restructure, no rework Concentration in sight Sites that know limits
Move, merge or retire units with an See how many critical services rely on Hours, holidays, alternate sites and
effective date. Ownership and roll- one supplier, and export the register live status, from Normal to Evacuated.
ups follow. for regulators.
© 2026 eBRP Solutions. All rights reserved. www.ebrp.net - info@eBRP.net 5
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@® Understand

@ Assess

@® Prepare @ Respond

Stop coloring squares. Rank what
threatens delivery.

Impact and risk are assessed continuously, not once a year. Every risk is its own
record, linked to the services it threatens, backed by outside intelligence and

ranked by what it puts at stake.

INHERENT (BEFORE CONTROLS)

Almost certain 5 5 12
Likely 4 5 12
Possible 3 1 9
Unlikely 2 i 3 7}
Rare 1 2 4 2
Minimall Minor2 Moderate3

IMPACT —

Critical 24  High 52 Medium 60 Low 20  Unrated 4

Rows: likelihood (5 = almost certain)

eRMA Risk Management, inherent and residual.

G Impact stays current

The BIA follows every change
beneath a service, so objectives never
go stale.

Approved, not assumed

Ratings go up an approval chain.
Accepting a risk above appetite needs
an approver and an expiry date.

© 2026 eBRP Solutions. All rights reserved.
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e - . @
16 15

Almost certain 5

- A °

8 5 Unlikely 2 1
2 3 Rare 1 2
Majord SevereS Minimal1

Critical 3 High 11

RESIDUAL (AFTER CONTROLS)

v

a3
12 1 2 -
12 21 5
13 16 20 4

4 9 5 8

Minor2 Moderate3 Majord Severeb

IMPACT —

Medium 89 Low 53  Unrated 4 Rows: likelihood (5 =almost certain)

Appetite: Medium (bands above it are flagged)

Show movement | Off

@ Ranked, and explained

A priority score shows why each risk
ranks where it does.

@ Early warning

Key risk indicators raise a breach the
moment a threshold is crossed.

v

Intelligence, not
guesswork

Licensed hazard sources suggest a
likelihood for every site. People
decide.

@ Controls proven

Tests with segregation of duties. A
failed test raises an action.

www.ebrp.net - info@eBRP.net
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e R MA @® Understand

©® Prepare @ Respond @ Govern

lans you can act on, repeat and keep

current.

Plans in eRMA are tied to live data, scoped by scenario and put in order against

each other, so the next disruption meets a plan that already knows your

enterprise.

T+8:08 T+i:08 T+2:808
1 IFCE: Pre-Flight Check
2 IFCE: Preliminary Conditions
3 IFCE: Recovery Strategy

4 IFCE: Validation & Hand-Off

Critical Customer Restoration service - Mission Critical - back in 2 hrs - MBCO 25 % - Critical Customer Desk

T+3:80

~ Designed Plan RTO

3 h'7 min

187 min along the critical path of 4 scheduled
procedures

3 h 7 min 4
TOTAL EFFORT PROCEDURES

~ Critical chain

1. IFCE: Pre-Flight Check 2@ min

2. IFCE: Preliminary Conditions 35 min
3. IFCE: Recovery Strategy1 h 32 min
4. IFCE: validation & Hand-Off 48 min
Total 3 h 7 min

Copy

No service gaps

Assess feeder damage fails. It is back in time, so no strategy is needed.

If this fails (Assess feeder damage) Coordinate with county emergency centers Deploy mobile generation to critical sites

7 more &

Assess feeder damage back, 2 hrs

MDrN 2R 0L

Plan schedule and live strategy.

Actionable e Repeatable

One procedure at a time, with a timeline and a designed A scenario sets the scope once. Every exercise and every
recovery time on every plan. incident reuses it.

@ Maintainable 6 Options tested first

When a team, site, application or supplier changes, the Every recovery option is tested against the objectives
plans that rely on it are prompted for review. before it goes into a plan.
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PREPARE - PROVE

Rehearse the disruption without

causing one.

Simulate, exercise and replay as often as your program needs, without touching
production, and turn every run into evidence.

:;';:ENCER 4 DR99 - Infrastructure Rec..,  Derived - not saved (D1 note Derived from the scope (not saved) v Sequence m List Edit » Play

16 plans - 3 relations - 8.4 h More

* INFRASTRUCTURE - 2

IFUX: Unix

+ +. T+5h +6h T 1 +
;
:
i
i
[(Eaal i
'
i
IFWN: Windows i
* APPLICATIONS - 2 E
]
TFHD: Helpdesk . R B

~ UNPLACED (COVERS NOTHING) - 12 |
IFDB: DB2 DBA et i Tl S e TR S H o T el L e s S e
IFLX: Linux

IFMF: Mainframe

T .

]
.
!

Business Impact Analysis / Recoverability

Recoverability

One answer per service. Proven means an exercise or incident brought it back
within tolerance, recently. Declared means the times are recorded but not
demonstrated. Unknown means something is missing. Ask what if something fails

now
13 6 0
Proven Declared Unknown

———— Fnbomnnnt Feitinnlit. Dncnedad e

Plan Sequencer and Recoverability.

Simulate the timeline Exercise safely e Ask what if

Play a scenario's recovery sequence Every exercise runs as an exercise Pick what fails and see, in one
and see exactly where it misses the incident, measured against RTO, with sentence, what still holds.
RTO. nothing real disrupted.

Every run counts. Services move from Declared to Proven only on evidence.
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RESPOND
Theplan-istheresponse.
[ J [ ] I [ ]
Disruption doesn't follow the script.
I
Your response shouldn't have to.
From the first alert to a closed record with evidence: live hazards, the services
at risk, the people who need help and every decision made, in one picture.
MAP Where your records are Processes, applications, services, plans, databases and servers are placed at the locations their dependen Alerts Severeand Extreme v Units kmw Refresh Off v Exit full screen

> Show

> Layers

> Searchan area

v Live feeds

FEMA disaster declarations o ’
Up to date Nov 7, 09:53 PM i 34 ‘v_" @
8impact zones - 7 Severe or Extreme - 8 o0 'S Y.t 6 :
items 3, -~ . 25 N
a7 r *
Search in its zones Fetch now ‘.___’4 :’ 13 :' :. 39 ,“

] GDACS global disaster alerts J {2} @ @
Upto date Nov 7, 09:53 PM 7 Z‘z;"
2 4

0 impact zones - 0 items

Fetch now @

| NIWE ~rbinin alarte Linto date V.
> People at home Restricted
> Onthe map @
> Spread
> Concentration

- + Fit Night Panels

~

Legend

= Leaflet | © OpenStreetMap contributors

eRMA Geo Map with live feeds.

@ One live picture

Tasks, issues, messages and
decisions, updated for everyone at
once.

e People first

Roll call finds who is safe and who
needs help, wherever they are.

@ Seen before it arrives

Live feeds near your sites. Draw a
footprint and open an incident from
the map.

Every incident ends as evidence, and feeds the next cycle.

@ © 2026 eBRP Solutions. All rights reserved.
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@ Understand

@ Assess @ Prepare

@ Respond

@® Govern

Everything converges on one answer:
can we keep delivering?

Plans, exercises, risks, controls and incidents roll up into one realistic resilience

posture, for every unit, every line of business and the board, on any day.

Services

DELIVERY
Important Al

19

Important services

15 2

Within RTO Later than RTO
criticality 1-2 - 19

services in this scope but within the MTPD

recovery is quick enough

0

Cross-LoB processes
support these services
from another line of
business

RECOVERY TIME AGAINST TOLERANCE h Chart

= List

B within RTO @B later than RTO W beyond MTPD | RTO |} MTPD (the longest it can be out)

©

1h

Bayhaven Firm Generation

Generation Operations

Critical Customer Restoration

|

Customer Operations

Cypress Bend Solar Generation
Generation Operations

Distribution Restoration
Grid and Dispatch

Fuel Supply Assurance
Fuel and Logistics

Inland Ridge Firm Generation
Generation Operations

Can We Keep Delivering? dashboard.

@ For the executive

Posture, coverage, top risks and
incidents, on one page.

@

@ © 2026 eBRP Solutions. All rights reserved.

Beyond MTPD

the outage would be
intolerable

4h 1d

For every unit

0

Unknown

no RTO or no recovery

figure

Bar = how long recovery takes today

3d 1w

Heat maps and scorecards for every
line of business, with drill-down.

www.ebrp.net -

Proven

met the RTO in an
exercise or incident - 12
in a real incident

im 3m

Within RTO
Within RTO
Beyond MTPD

Beyond MTPD

Within RTO

info@eBRP.net

11

Single points of failure

of 69 shared
dependencies

Demonstrated (real incident)
Demonstrated (real incident)
Demonstrated (real incident)
Demonstrated (real incident)
Within RTO Not proven

Demonstrated (real incident)

For the boardroom

Board packs, snapshots and trends,
ready to print and export.

10
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e R MA @ Understand @ Assess @ Prepare @ Respond @ Govern

Trace every obligation to the controls that meet it, the tests that prove them
and the evidence on file. The audit becomes a report, not a scramble.

REGULATION OBLIGATIONS RECORDS CONTROLS TESTS EVIDENCE FINDINGS

@© Operatingtest, awaiting

Pass
< CTL-0002 Business

Effective

© Operating test, awaiting

Pass.
< CTL-0010 Documented

Effective

I 08L-0004 Keop ICT 4 ® Operatingtest, 1 Nov
Partly compliant Pass with exceptions 1y
@ DORA ®)  Claim Processing & CTL-0020 Immutable (R Exceptions: Inmutable F FND-0001 CTL-0020
7 2 = partly offective [ kit balonps: Yotnes
1= 0BL-0002 Identify the 2 @ Operatingtest, 1 Aug
Compliant B \ Pass
o CTL-0021 Data centre
] Eftective
@ Operating test, 1 Nov
< CTL-0027 Alternate site beae
s . © Operatingtest,1Aug
Pass
PROGRAM - COMPLIANCE
Coverage and posture
Where each regulation applies across our services, how well our controls cover it, and where we
stand.
Library Register Decisions Coverage Controls Assessments Findings Trace
Regulation [ All v] Posture  Coverage Columns | Services | Heatmap  Table
POSTURE BY SERVICE ~
REGULATION BAYHAVEN FIRM GENERATION COOLING WATER AND ENVIRONMENTAL OPERATIONS CRITICAL CUSTOMER RESTORATION CUSTOMER OUTAGE COMMUNICATIONS <
% DOE-417 Incident Report | Unknown | Partly compliant Partly compliant Partly compliant
! 1obligation | 1 obligation 1 obligation 1 obligation
% Florida Storm Protection Plan Partly compliant Partly compliant Partly compliant
1 obligation 1 obligation 1 obligation
& NERC CIP Recovery _ _ _ _
Not in scope Not in scope Not in scope Not in scope
whe Ll e e b r . £ ] [ S— [ £

Traceability map and compliance posture.

e Obligations on record e Test once, comply many @ Findings to closure

Every regulation and obligation One tested control satisfies many Every gap becomes a finding, closed
applies to the services, processes and obligations. Signed content packs only when an independent validator
sites it governs. keep the rules current. agrees.

Aligned with ISO 22301, ISO/TS 22317, ISO 31000 and ISO 27001, and supports regimes such as DORA, SOX, GLBA, FFIEC, SAMA and
CBUAE.
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eRMA

by eBRP Solutions

Imagine your program running like
this.

Bring a business service you care about. We'll take it from its dependencies to
proof, live.

Service Strategy

dependencies mapped RTO and MBCO set ranked and treated options tested

Incident Exercise

evidence on file live response measured against RTO procedures in order

See it live Book a demo

Join the next live session. E Built around your service. @
ebrp.net/webinar ebrp.net/demo

eBRP Solutions www.ebrp.net
Mississauga, Ontario, Canada info@eBRP.net

)
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